User
[CNSSI 4009, adapted]

Individual, or (system) process acting on behalf of an
individual, authorized to access an information system.

See Organizational User and Non-Organizational User.

Virtual Private Network
[CNSSI 4009]

Protected information system link utilizing tunneling,
security controls, and endpoint address translation
giving the impression of a dedicated line.

Vulnerability
[CNSSI 4009]

Weakness in an information system, system security
procedures, internal controls, or implementation that
could be exploited or triggered by a threat source.

Vulnerability Analysis

See Vulnerability Assessment.

Vulnerability Assessment
[CNSSI 4009]

Systematic examination of an information system or
product to determine the adequacy of security
measures, identify security deficiencies, provide data
from which to predict the effectiveness of proposed
security measures, and confirm the adequacy of such
measures after implementation.

Whitelisting The process used to identify: (i) software programs that
are authorized to execute on an information system; or
(i) authorized Universal Resource Locators
(URL)/websites.
APPENDIX C: ACRONYMS
COMMON ABBREVIATIONS
APT Advanced Persistent Threat
CFR Code of Federal Regulations
CIOo Chief Information Officer
CISO Chief Information Security Officer
CAVP Cryptographic Algorithm Validation Program
CMVP | Cryptographic Module Validation Program
CNSS Committee on National Security Systems
CPO Chief Privacy Officer
Cul Controlled Unclassified Information
DCS Distributed Control System
DNS Domain Name System
DoD Department of Defense
FAR Federal Acquisition Regulation
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FEA Federal Enterprise Architecture

FICAM | Federal Identity, Credential, and Access Management

FIPP Fair Information Practice Principles

FIPS Federal Information Processing Standards

FISMA | Federal Information Security Management Act

HSPD Homeland Security Presidential Directive

ICS Industrial Control System

IEEE Institute of Electrical and Electronics Engineers

IPsec Internet Protocol Security

ISO/IEC | International Organization for Standardization/International Electrotechnical
Commission

ITL Information Technology Laboratory

LACS Logical Access Control System

LSI Large-Scale Integration

NIST National Institute of Standards and Technology

NISTIR | National Institute of Standards and Technology Interagency or Internal Report

NSA National Security Agency

NSTISS | National Security Telecommunications and Information System Security Instruction

I

ODNI Office of the Director of National Intelligence

OMB Office of Management and Budget

OPSEC | Operations Security

PBX Private Branch Exchange

PACS Physical Access Control System

PIA Privacy Impact Assessment

PII Personally Identifiable Information

PIV Personal Identity Verification

PKI Public Key Infrastructure

RBAC Role-Based Access Control

RD Restricted Data

RMF Risk Management Framework

SAISO | Senior Agency Information Security Officer

SAMI Sources And Methods Information
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SAOP Senior Agency Official for Privacy

SAP Special Access Program

SC Security Category

SCADA | Supervisory Control and Data Acquisition
SCI Sensitive Compartmented Information
SOA Service-Oriented Architecture

SORN | System of Records Notice

SP Special Publication

TCP/IP | Transmission Control Protocol/Internet Protocol
uUSB Universal Serial Bus

VolP Voice over Internet Protocol

VPN Virtual Private Network
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APPENDIX D: SECURITY AND PRIVACY CONTROL CATALOG COMPLIANCE MAPPING

California State
Administrative
Manual (SAM)
Section 5300 &
System Security Risk State Information HIPAA Security
Management Plan Management Controls ISO/IEC
Security Control Manual (SIMM) SANS 20 IRS Publication 1075 | (45 CFR Parts 164) 27001
Sections (Twenty Critical Controls) | Controls (Ref. NIST SP 800-66) | Controls
Access Control Family
AC-1 | Access Control 5360 Identity and Critical Control 15: 9.3.1.1 Access Control | 164.308(a)(3)(i), Ab5.141,
Policy and Access Controlled Access Based | Policy and Procedures | 164.308(a)(3)(ii)(A), A5.1.2,
Procedures Management on the Need to Know 164.308(a)(4)(i), AB.11,
164.308(a)(4)(ii)(B), AB.1.2,
164.308(a)(4)(ii)(C, AB.1.3,
164.312(a)(1) A8.11,
A10.1.1,
A.10.8.1,
A1,
A11.33,
A1144,
A11.6.1,
A11.74,
A11.7.2,
A12.3.2,
A15.1.1,
A15.2.1
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California State
Administrative
Manual (SAM)
Section 5300 &
System Security Risk State Information HIPAA Security
Management Plan Management Controls ISO/IEC
Security Control Manual (SIMM) SANS 20 IRS Publication 1075 | (45 CFR Parts 164) 27001
Sections (Twenty Critical Controls) | Controls (Ref. NIST SP 800-66) | Controls
AC-2 | Account 5315.8 Information | "Critical Control 15: 9.3.1.2 Account 164.308(a)(3)(ii)(B), A8.3.3,
Management Asset Connections | Controlled Access Based | Management 164.308(a)(4)(i), A11.21,
5335 Information on the Need to Know 164.308(a)(4)(ii)(B), A11.2.2,
Security Monitoring 164.308(a)(4)(ii)(C, A11.24,
5360 Identity and 164.308(a)(5)(ii)(C, A115.2,
Access 164.312(a)(2)(i), A11.55,
Management 164.312(a)(2)(ii) A1156
AC-3 | Access Enforcement 5350.1 Encryption | "Critical Control 15: 9.3.1.3 Access 164.308(a)(3)(ii)(A), AT722,
5360 Identity and Controlled Access Based | Enforcement 164.308(a)(4)(ii)(B), A.10.6.1,
Access on the Need to Know 164.308(a)(4)(ii)(C, A10.7.3,
Management 164.310(a)(2)(iii), A.10.7 .4,
164.310(b), A10.8.1
164.312(a)(1), A10.9.1,
164.312(a)(2)(i), A10.9.2,
164.312(a)(2)(ii), A10.9.3,
164.312(a)(2)(iv) A11.22,
A11.54,
A11.6.1,
A124.3,
A15.1.3
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California State
Administrative
Manual (SAM)
Section 5300 &
System Security Risk State Information HIPAA Security
Management Plan Management Controls ISO/IEC
Security Control Manual (SIMM) SANS 20 IRS Publication 1075 | (45 CFR Parts 164) 27001
Sections (Twenty Critical Controls) | Controls (Ref. NIST SP 800-66) | Controls
AC-4 | Information Flow 5315.8 Information | Critical Control 10: Secure | 9.3.1.4 Information 164.308(a)(3)(ii)(A), A7.22,
Enforcement Asset Connections | Configurations for Network | Flow Enforcement 164.308(a)(4)(ii)(B), A10.7.3,
5360 Identity and Devices such as Firewalls, 164.310(b) A.10.8.1,
Access Routers, and Switches. A11.45,
Management Critical Control 15: A1147,
Controlled Access Based A1254
on the Need to Know.
Critical Control 17: Data
Loss Prevention
AC-5 | Separation of Duties 5360 Identity and 9.3.1.5 Separation of | 164.308(a)(3)(i), A10.1.3
Access Duties 164.308(a)(4)(i),
Management 164.308(a)(4)(ii)(A),
164.312(a)(1)
AC-6 | Least Privilege 5360 Identity and Critical Control 12: 9.3.1.6 Least Privilege | 164.308(a)(3)(i), A11.2.2,
Access Controlled Use of 164.308(a)(4)(i), A1144,
Management Administrative Privileges 164.308(a)(4)(ii)(A), A11.44,
Critical Control 15: 164.312(a)(1) A1154,
Controlled Access Based A11.6.1,
on the Need to Know A1243
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California State
Administrative
Manual (SAM)

Section 5300 &
System Security Risk State Information HIPAA Security
Management Plan Management Controls ISO/IEC
Security Control Manual (SIMM) SANS 20 IRS Publication 1075 | (45 CFR Parts 164) 27001
Sections (Twenty Critical Controls) | Controls (Ref. NIST SP 800-66) | Controls
AC-7 | Unsuccessful Logon 5335 Information 9.3.1.7 Unsuccessful A11.51
Attempts Security Monitoring Logon Attempts
5335.2 Auditable
Events
5360 Identity and
Access
Management
AC-8 | System Use 5360 Identity and 9.3.1.8 System Use A6.2.2,
Notification Access Notification A11.51,
Management A15.1.5
AC- | Session Lock 5360 Identity and 9.3.1.9 Session Lock | 164.310(b), A11.3.2,
11 Access 164.312(a)(2)(iii) A11.3.3,
Management A1155
AC- | Session Termination 5360 Identity and 9.3.1.10 Session 164.310(b), A1155
12 Access Termination 164.312(a)(2)(iii)
Management
AC- | Permitted Actions 5360 Identity and 9.3.1.11 Permitted 164.312(a)(2)(ii) None
14 | without Identification Access Actions without
or Authentication Management [dentification or
Authentication
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California State
Administrative
Manual (SAM)

Section 5300 &
System Security Risk State Information HIPAA Security
Management Plan Management Controls ISO/IEC
Security Control Manual (SIMM) SANS 20 IRS Publication 1075 | (45 CFR Parts 164) 27001
Sections (Twenty Critical Controls) | Controls (Ref. NIST SP 800-66) | Controls
AC- | Remote Access 5315.8 Information | Critical Control 7: Wireless | 9.3.1.12 Remote 164.310(b) A.10.6.1,
17 Asset Connections | Device Control. Access A10.8.1,
5360 Identity and Critical Control 12: A.10.8.5,
Access Controlled Use of 4.0 Secure Storage— A11.441,
Management Administrative Privileges. | IRC 6103(p)(4)(B); (4.7 A114.2,
5360.1 Remote Critical Control 13: Telework Locations) A11.48,
Access Boundary Defense. A1.74,
Critical Control 14: A11.72
Maintenance, Monitoring,
and Analysis of Security
Audit Logs
AC- | Wireless Access 5315.8 Information | Critical Control 7: Wireless | 9.3.1.13 Wireless A.10.6.1,
18 Asset Connections | Device Control Access A.10.8.1,
5360 Identity and A11.441,
Access A114.2,
Management A11486,
5360.2 Wireless A11.71
Access
AC- | Access Control for 5315.8 Information | Critical Control 12: 9.3.1.14 Access 164.310(b) A9.2.5,
19 | Mobile Devices Asset Connections | Controlled Use of Control for Mobile A104.1,
5360 Identity and Administrative Privileges. Devices A10.7.3,
Access Critical Control 14: A1143,
Management Maintenance, Monitoring, A11.4.6,
and Analysis of Security A11.741
Audit Logs
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California State
Administrative
Manual (SAM)
Section 5300 &
System Security Risk State Information HIPAA Security
Management Plan Management Controls ISO/IEC
Security Control Manual (SIMM) SANS 20 IRS Publication 1075 | (45 CFR Parts 164) 27001
Sections (Twenty Critical Controls) | Controls (Ref. NIST SP 800-66) | Controls
AC- | Use of External 5315.8 Information | Critical Control 13: 9.3.1.15 Use of A6.21,
20 | Information Systems Asset Connections | Boundary Defense External Information AT7.13,
5360 Identity and Systems A9.2.5,
Access A.10.6.1,
Management A.10.8.1,
A11441,
A114.2,
A11.46
AC- | Information Sharing 5315.8 Information 9.3.1.16 Information None
21 Asset Connections Sharing
5360 Identity and
Access Restricting Access—
Management IRC 6103(p)(4)(C); (5.4
Controls over
Processing)
AC- | Publicly Accessible 5310 Privacy 9.3.1.17 Publicly A.10.9.3,
22 | Content Accessible Content A11.6.1

Audit and Accountability Family
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California State
Administrative
Manual (SAM)
Section 5300 &
System Security Risk State Information HIPAA Security
Management Plan Management Controls ISO/IEC
Security Control Manual (SIMM) SANS 20 IRS Publication 1075 | (45 CFR Parts 164) 27001
Sections (Twenty Critical Controls) | Controls (Ref. NIST SP 800-66) | Controls
AU-1 | Audit and 5335 Information 9.3.3.1 Audit and 164.312(b) A5.141,
Accountability Policy Security Monitoring Accountability Policy Ab5.1.2,
and Procedures 5335.2 Auditable and Procedures AB.11,
Events A6.1.2,
3.0 Record Keeping A6.1.3,
Requirement (3.1 A8.1.1,
General) A10.1.1,
A15.1.1,
A15.2.1,
A.15.3.1
AU-2 | Audit Events 5335 Information Critical Control 12: 9.3.3.3 Audit Events 164.308(a)(5)(ii)(C, A.10.10.1,
Security Monitoring | Controlled Use of 164.312(b) A.10.10.2,
5335.2 Auditable Administrative Privileges. 3.0 Record Keeping A.10.10.4,
Events Critical Control 14: Requirement (3.2 A.10.10.5,
Maintenance, Monitoring, | Electronic and Non- A11.54,
and Analysis of Security Electronic FTI Logs) A.15.31
Audit Logs
AU-3 | Content of Audit 5335 Information Critical Control 14: 9.3.3.4 Content of 164.312(b) A.10.10.1,
Records Security Monitoring | Maintenance, Monitoring, | Audit Records A.10.10.2,
5335.2 Auditable and Analysis of Security A10.10.4
Events Audit Logs 3.0 Record Keeping
Requirement (3.2
Electronic and Non-
Electronic FTI Logs)
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California State
Administrative
Manual (SAM)
Section 5300 &
System Security Risk State Information HIPAA Security
Management Plan Management Controls ISO/IEC
Security Control Manual (SIMM) SANS 20 IRS Publication 1075 | (45 CFR Parts 164) 27001
Sections (Twenty Critical Controls) | Controls (Ref. NIST SP 800-66) | Controls
AU-4 | Audit Storage 5335 Information Critical Control 14: 9.3.3.5 Audit Storage | 164.312(b) A10.3.1,
Capacity Security Monitoring | Maintenance, Monitoring, | Capacity A.10.10.3
5335.2 Auditable and Analysis of Security
Events Audit Logs
AU-5 | Response to Audit 5335 Information Critical Control 14: 9.3.3.6 Response to 164.312(b) A10.3.1,
Processing Failures Security Monitoring | Maintenance, Monitoring, | Audit Processing A.10.10.3
5335.2 Auditable and Analysis of Security Failures
Events Audit Logs
AU-6 | Audit Review, 5335 Information Critical Control 14: 9.3.3.7 Audit Review, | 164.308(a)(1)(ii)(D), A.10.10.2,
Analysis, and Security Monitoring | Maintenance, Monitoring, | Analysis, and 164.308(a)(5)(ii)(C, A.10.10.5,
Reporting 5335.1 Continuous | and Analysis of Security Reporting 164.312(b) A13.1.1,
Monitoring Audit Logs A15.15
AU-7 | Audit Reduction and 5335 Information 9.3.3.8 Audit 164.308(a)(1)(ii)(D), A.10.10.2,
Report Generation Security Monitoring Reduction and Report | 164.312(b) A13.2.3
5335.1 Continuous Generation
Monitoring
AU-8 | Time Stamps 5335 Information Critical Control 14: 9.3.3.9 Time Stamps A.10.10.1,
Security Monitoring | Maintenance, Monitoring, A.10.10.6,
5335.2 Auditable and Analysis of Security A13.23
Events Audit Logs
AU-9 | Protection of Audit 5335 Information Critical Control 14: 9.3.3.10 Protection of A.10.10.3,
Information Security Monitoring | Maintenance, Monitoring, Audit Information A13.2.3,
5335.2 Auditable and Analysis of Security A15.1.3,
Events Audit Logs A15.3.2
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California State
Administrative
Manual (SAM)

Section 5300 &
System Security Risk State Information HIPAA Security
Management Plan Management Controls ISO/IEC
Security Control Manual (SIMM) SANS 20 IRS Publication 1075 | (45 CFR Parts 164) 27001
Sections (Twenty Critical Controls) | Controls (Ref. NIST SP 800-66) | Controls
AU- | Audit Record 5335 Information 9.3.3.11 Audit Record | 164.316(b)(1), A.10.10.1,
11 | Retention Security Monitoring Retention (AU-11) 164.316(b)(2)(i) A13.2.3,
5335.2 Auditable A15.13
Events 8.0 Disposing of FTI—
IRC 6103(p)(4)(F);
(General 8.1)
AU- | Audit Generation 5335 Information Critical Control 14: 9.3.3.12 Audit A.10.10.1,
12 Security Monitoring | Maintenance, Monitoring, | Generation A.10.10.2,
5335.2 Auditable and Analysis of Security A.10.104,
Events Audit Logs A.10.10.5
Security Assessment and Authorization Family
CA-3 | System 5305.8 Provisions | Critical Control 13: 9.3.4.3 System 164.308(b)(1), A6.21,
Interconnections for Agreements with | Boundary Defense Interconnections 164.308(b)(4), A6.2.2,
State and Non-State 164.314(a)(2)(ii) A6.2.3,
Entities A.10.6.1,
A.10.6.2,
A.10.8.1,
A.10.8.2,
A.10.8.5,
A114.2
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California State
Administrative
Manual (SAM)

Section 5300 &
System Security Risk State Information HIPAA Security
Management Plan Management Controls ISO/IEC
Security Control Manual (SIMM) SANS 20 IRS Publication 1075 | (45 CFR Parts 164) 27001
Sections (Twenty Critical Controls) | Controls (Ref. NIST SP 800-66) | Controls
CA-5 | Plan of Action and 5300.5 Minimum 9.3.4.4 Plan of Action | 164.308(a)(1)(ii)(B), None
Milestones Security Controls and Milestones 164.308(a)(1)(ii)(C )
5330 Information
Security Compliance 6.0 Other
5330.1 Security Safeguards—IRC
Assessments 6103(p)(4)(D);(6.5 Plan
of Action and
Milestones)
CA-6 | Security 5305.8 Provisions 9.3.4.5 Security 164.308(a)(2), A6.14,
Authorization for Agreements with Authorization 164.308(a)(8) A.10.3.2
State and Non-State
Entities
5315.8 Information
Asset Connections
5360 Identity and
Access
Management
CA-7 | Continuous 5300.5 Minimum Critical Control 20: 9.3.4.6 Continuous 164.308(a)(1)(ii)(D), A6.138,
Monitoring Security Controls Penetration Tests and Red | Monitoring 164.308(a)(8) A12.6.1,
5330 Information Team Exercises A13.1.2,
Security Compliance A15.21,
A1522

5330.1 Security
Assessments
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California State
Administrative
Manual (SAM)

Section 5300 &
System Security Risk State Information HIPAA Security
Management Plan Management Controls ISO/IEC
Security Control Manual (SIMM) SANS 20 IRS Publication 1075 | (45 CFR Parts 164) 27001
Sections (Twenty Critical Controls) | Controls (Ref. NIST SP 800-66) | Controls
CA-9 | Internal System 5315.8 Information None
Connections Asset Connections
5360 Identity and
Access
Management
Configuration Management Family
CM- | Configuration 5315.3 Critical Control 2: Inventory | 9.3.5.1 Configuration A5.1.1,
1 | Management Policy Configuration of Authorized and Management Policy A5.1.2,
and Procedures Management Unauthorized Software. and Procedures A6.1.1,
Critical Control 3: Secure AB.1.2,
Configurations for A6.1.3,
Hardware and Software. A8.1.1,
Critical Control 10: Secure A10.1.1,
Configurations for Network A1241,
Devices such as Firewalls, A12541,
Routers, and Switches. A15.1.1,
A15.2.1
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California State
Administrative
Manual (SAM)
Section 5300 &
System Security Risk State Information HIPAA Security
Management Plan Management Controls ISO/IEC
Security Control Manual (SIMM) SANS 20 IRS Publication 1075 | (45 CFR Parts 164) 27001
Sections (Twenty Critical Controls) | Controls (Ref. NIST SP 800-66) | Controls
CM- | Baseline 5315.6 Activate only | Critical Control 2: Inventory | 9.3.5.2 Baseline A10.1.2,
2 | Configuration Essential of Authorized and Configuration A.10.1.4,
Functionality Unauthorized Software. A12.4.1
Critical Control 3: Secure
Configurations for
Hardware and Software.
Critical Control 10: Secure
Configurations for Network
Devices such as Firewalls,
Routers, and Switches.
CM- | Configuration 5315.3 Critical Control 2: Inventory | 9.3.5.3 Configuration A.10.1.2,
3 | Change Control Configuration of Authorized and Change Control A10.3.2,
Management Unauthorized Software. A1241,
Critical Control 3: Secure A12541,
Configurations for A125.2,
Hardware and Software. A1253
Critical Control 10: Secure
Configurations for Network
Devices such as Firewalls,
Routers, and Switches.
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California State
Administrative
Manual (SAM)

Section 5300 &
System Security Risk State Information HIPAA Security
Management Plan Management Controls ISO/IEC
Security Control Manual (SIMM) SANS 20 IRS Publication 1075 | (45 CFR Parts 164) 27001
Sections (Twenty Critical Controls) | Controls (Ref. NIST SP 800-66) | Controls
CM- | Security Impact 5315 Information 9.3.5.4 Security Impact A.10.1.2,
4 | Analysis Security Integration Analysis A.10.1.4,
5315.3 A10.3.2,
Configuration A124.1,
Management A1252,
A125.3
CM- | Access Restrictions 5316.3 Critical Control 2: Inventory | 9.3.5.5 Access A10.1.2,
5 | for Change Configuration of Authorized and Restrictions for A124.1,
Management Unauthorized Software Change A124.3,
Critical Control 3: Secure A1253

Configurations for
Hardware and Software
Critical Control 10: Secure
Configurations for Network
Devices such as Firewalls,
Routers, and Switches
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California State
Administrative
Manual (SAM)

Section 5300 &
System Security Risk State Information HIPAA Security
Management Plan Management Controls ISO/IEC
Security Control Manual (SIMM) SANS 20 IRS Publication 1075 | (45 CFR Parts 164) 27001
Sections (Twenty Critical Controls) | Controls (Ref. NIST SP 800-66) | Controls
CM- | Configuration 5315.6 Activate only | Critical Control 3: Secure | 9.3.5.6 Configuration A.10.10.2
6 | Settings Essential Configurations for Settings

Functionality

Hardware and Software.
Critical Control 10: Secure
Configurations for Network
Devices such as Firewalls,
Routers, and Switches.
Critical Control 11:
Limitation and Control of
Network Ports, Protocols,
and Services
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California State
Administrative
Manual (SAM)

Section 5300 &
System Security Risk State Information HIPAA Security
Management Plan Management Controls ISO/IEC
Security Control Manual (SIMM) SANS 20 IRS Publication 1075 | (45 CFR Parts 164) 27001
Sections (Twenty Critical Controls) | Controls (Ref. NIST SP 800-66) | Controls
CM- | Least Functionality 5315.6 Activate Critical Control 2: Inventory | 9.3.5.7 Least A11.41,
7 Only Essential of Authorized and Functionality A11.44,
Functionality Unauthorized Software. A114.6,
Critical Control 3: Secure A12.41
Configurations for
Hardware and Software.
Critical Control 10: Secure
Configurations for Network
Devices such as Firewalls,
Routers, and Switches
Critical Control 6:
Application Software
Security.
Critical Control 11:
Limitation and Control of
Network Ports, Protocols,
and Services
CM- | Information System 5305.5 Information | Critical Control 1: Inventory | 9.3.5.8 Information 164.310(d)(1), A7141,
8 | Component Asset Management | of Authorized and System Component 164.310(d)(2)(iii) AT7.1.2

Inventory

Unauthorized Devices
Critical Control 2: Inventory
of Authorized and
Unauthorized Software

Inventory
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California State
Administrative
Manual (SAM)

Section 5300 &
System Security Risk State Information HIPAA Security
Management Plan Management Controls ISO/IEC
Security Control Manual (SIMM) SANS 20 IRS Publication 1075 | (45 CFR Parts 164) 27001
Sections (Twenty Critical Controls) | Controls (Ref. NIST SP 800-66) | Controls
CM- | Configuration 5316.3 Critical Control 2: Inventory | 9.3.5.9 Configuration A6.1.3.
9 | Management Plan Configuration of Authorized and Management Plan AT7A4,
Management Unauthorized Software A71.2,
A10.1.2,
A10.14,
A10.3.2,
A1241,
A124.3,
A12.51,
A1252,
A1253
CM- | Software Usage 5315.7 Software 9.3.5.10 Software A12441,
10 | Restrictions Usage Restrictions Usage Restrictions A15.1.2
CM- | User-Installed 5315.7 Software 9.3.5.11 User-Installed A104.1,
11 | Software Usage Restrictions Software A.10.10.2,
A12441,
A15.1.5

Contingency Planning Family
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California State
Administrative
Manual (SAM)

Section 5300 &
System Security Risk State Information HIPAA Security
Management Plan Management Controls ISO/IEC
Security Control Manual (SIMM) SANS 20 IRS Publication 1075 | (45 CFR Parts 164) 27001
Sections (Twenty Critical Controls) | Controls (Ref. NIST SP 800-66) | Controls
CP-2 | Contingency Plan 5325 Business 9.3.6.2 Contingency | 164.308(a)(7)(ii)(B), A6.1.2,
Continuity with Plan 164.308(a)(7)(ii)(C, A6.13,
Technology 164.308(a)(7)(ii)(E, A9.14,
Recovery 164.310(a)(2)(i), A.10.3.1,
164.312(a)(2)(ii) A14.141,
A14.1.2,
A14.13,
A14.14,
A14.15
CP-3 | Contingency 5325 Business 9.3.6.3 Contingency 164.308(a)(7)(ii)(D) A8.22
Training Continuity with Training
Technology
Recovery
5325.2 Technology
Recovery Training
CP-4 | Contingency Plan 5325 Business 9.3.6.4 Contingency 164.308(a)(7)(ii)(D) AB.1.2,
Testing Continuity with Plan Testing A14.14,
Technology A14.15
Recovery
5325.3 Technology
Recovery Testing
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California State
Administrative
Manual (SAM)

Section 5300 &
System Security Risk State Information HIPAA Security
Management Plan Management Controls ISO/IEC
Security Control Manual (SIMM) SANS 20 IRS Publication 1075 | (45 CFR Parts 164) 27001
Sections (Twenty Critical Controls) | Controls (Ref. NIST SP 800-66) | Controls
CP-6 | Alternate Storage 5305.8 Provisions 9.3.6.5 Alternate 164.308(a)(7)(ii)(B), A9.14,
Site for Agreements with Storage Site 164.310(a)(2)(i) A1413
State and Non-State
Entities Restricting Access—
5325.4 Alternate IRC 6103(p)(4)(C);
Storage and (5.4.2 Contractor- or
Processing Site Agency-Shared
Facility—Consolidated
Data Centers)
CP-7 | Alternate 5325 Business 9.3.6.6 Alternate 164.308(a)(7)(ii)(B), A9.14,
Processing Site Continuity with Processing Site 164.310(a)(2)(i) A1413
Technology
Recovery
5325.4 Alternate
Storage and
Processing Site
CP-8 | Telecommunications 5305.8 Provisions 164.308(a)(7)(ii)(B) A9.22,
Services for Agreements with A14.1.3

State and Non-State
Entities

5325.5
Telecommunications
Services
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California State
Administrative
Manual (SAM)

Section 5300 &
System Security Risk State Information HIPAA Security
Management Plan Management Controls ISO/IEC
Security Control Manual (SIMM) SANS 20 IRS Publication 1075 | (45 CFR Parts 164) 27001
Sections (Twenty Critical Controls) | Controls (Ref. NIST SP 800-66) | Controls
CP-9 | Information System 5325.6 Information | Critical Control 8: Data 9.3.6.7 Information 164.308(a)(7)(ii)(A), A10.5.1,
Backup System Backups Recovery Capability System Backup 164.308(a)(7)(ii)(B), A141.3,
164.310(d)(2)(iv), A151.3
164.312(c)(1)
CP- | Information System 5325 Business Critical Control 8: Data 9.3.6.8 Information 164.308(a)(7)(ii)(B), A1413
10 | Recovery and Continuity with Recovery Capability System Recovery and | 164.308(a)(7)(ii)(C)
Reconstitution Technology Reconstitution
Recovery
5325.1 Technology
Recovery Plan
Identification and Authentication Family
IA-2 | Identification and 5360 Identity and Critical Control 10: Secure | 9.3.7.2 Identification 164.308(a)(5)(ii)(D), A.10.9.1,
Authentication Access Configurations for Network | and Authentication 164.312(a)(2)(i), A10.9.2,
(Information Asset Management Devices such as Firewalls, | (Organizational Users) | 164.312(d) A114.2,
Users) Routers, and Switches. A11.5.1,
Critical Control 13: A11.5.2
Boundary Defense.
IA-3 | Device Identification 5360 Identity and 9.3.7.3 Device 164.312(a)(2)(i), A11.42,
and Authentication Access Identification and 164.312(d) A1143
Management Authentication
IA-4 | Identifier 5360 Identity and 9.3.7.4 Identifier 164.308(a)(5)(ii)(D), A11.21,
Management Access Management 164.312(a)(2)(i), A11.5.2
Management 164.312(d)
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California State
Administrative
Manual (SAM)

Section 5300 &
System Security Risk State Information HIPAA Security
Management Plan Management Controls ISO/IEC
Security Control Manual (SIMM) SANS 20 IRS Publication 1075 | (45 CFR Parts 164) 27001
Sections (Twenty Critical Controls) | Controls (Ref. NIST SP 800-66) | Controls
IA-5 | Authenticator 5350.1 Encryption | Critical Control 10: Secure | 9.3.7.5 Authenticator | 164.308(a)(5)(ii)(D) A11.21,
Management 5360 Identity and Configurations for Network | Management A11.2.3,
Access Devices such as Firewalls, A11.31,
Management Routers, and Switches Secure Storage—IRC A115.1,
6103(p)(4)(B) Section A115.2,
4.0 A1153
IA-6 | Authenticator 5360 Identity and 9.3.7.6 Authenticator | 164.308(a)(5)(ii)(D) A11.5.1,
Feedback Access Feedback A1153
Management
IA-7 | Cryptographic 5350.1 Encryption | 9.3.7.7 Cryptographic 164.308(a)(5)(ii)(D) A15.1.6
Module 5360 Identity and | Module Authentication (IA-
Authentication Access 7)
Management
7.0 Reporting
Requirements—
6103(p)(4)(E); (7.1.2
Encryption Requirements)
IA-11 | Re-authentication 5360 Identity and A1156

Access
Management

Incident Response Family
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California State
Administrative
Manual (SAM)

Section 5300 &
System Security Risk State Information HIPAA Security
Management Plan Management Controls ISO/IEC
Security Control Manual (SIMM) SANS 20 IRS Publication 1075 | (45 CFR Parts 164) 27001
Sections (Twenty Critical Controls) | Controls (Ref. NIST SP 800-66) | Controls
IR-1 | Incident Response 5340 Information Critical Control 18: Incident |9.3.8.1 Incident 164.308(a)(6)(i) A5.141,
Policy and Security Incident Response Capability Response Policy and A51.2,
Procedures Management Procedures A6.1.1,
AB6.1.2,
10.0 Reporting A6.1.3,
Improper Inspections A8.11,
or Disclosures; (10.1 A10.1.1,
General) A13.1.4,
A13.21,
A15.1.1,
A15.2.1
IR-2 | Incident Response 5340.1 Incident Critical Control 18: Incident | 9.3.8.2 Incident 164.308(a)(6)(i) A8.22,
Training Response Training | Response Capability Response Training A.10.4.1
IR-3 | Incident Response 5340.2 Incident 9.3.8.3 Incident 164.308(a)(6)(i) None
Testing Response Testing Response Testing
IR-4 | Incident Handling 5340.3 Incident Critical Control 18: Incident | 9.3.8.4 Incident 164.308(a)(6)(ii) A6.1.2,
Handling Response Capability. Handling A6.1.6,
Critical Control 19: Secure A13.21,
Network Engineering 10.0 Reporting A1322,
A1323

Improper Inspections
or Disclosures; (10.2
Office of Safeguards
Notification Process)
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Manual (SAM)

Section 5300 &
System Security Risk State Information HIPAA Security
Management Plan Management Controls ISO/IEC
Security Control Manual (SIMM) SANS 20 IRS Publication 1075 | (45 CFR Parts 164) 27001
Sections (Twenty Critical Controls) | Controls (Ref. NIST SP 800-66) | Controls
IR-5 | Incident Monitoring 5340 Information Critical Control 18: Incident | 9.3.8.5 Incident 164.308(a)(1)(ii)(D), None
Security Incident Response Capability Monitoring 164.308(a)(6)(ii)
Management
IR-6 | Incident Reporting 5340.4 Incident Critical Control 18: Incident | 9.3.8.6 Incident 164.308(a)(1)(ii)(D), A6.16,
Reporting Response Capability Reporting 164.308(a)(6)(ii), A13.1.1
164.314(a)(2)(i
10.0 Reporting
Improper Inspections
or Disclosures; (10.3
Incident Response
Procedures)
10.0 Reporting
Improper Inspections
or Disclosures; (10.4
Incident Response
Notification to
Impacted Individuals)
IR-7 | Incident Response 5340 Information 9.3.8.7 Incident 164.308(a)(6)(i) AB.16

Assistance

Security Incident
Management
5340.3 Incident
Handling

Response Assistance
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Section 5300 &
System Security Risk State Information HIPAA Security
Management Plan Management Controls ISO/IEC
Security Control Manual (SIMM) SANS 20 IRS Publication 1075 | (45 CFR Parts 164) 27001
Sections (Twenty Critical Controls) | Controls (Ref. NIST SP 800-66) | Controls
IR-8 | Incident Response 5340 Information 9.3.8.8 Incident A10.4.1
Plan Security Incident Response Plan (IR-8)
Management
5340.3 Incident Reporting Improper
Handling Inspections or
Disclosures Section
10.0
(10.3)
Maintenance Family
MA-1 | System 5315 Information 9.3.9.1 System 164.310(a)(2)(iv) A5.1.1,
Maintenance Policy Security Integration Maintenance Policy A51.2,
and Procedures and Procedures A6.11,
AB.1.2,
A6.1.3,
A8.141,
A10.1.1,
A15.1.1,
A15.2.1
MA-2 | Controlled 5315 Information 9.3.9.2 Controlled 164.310(a)(2)(iv) A9.24,
Maintenance Security Integration Maintenance A9.27,
A1144
MA-3 | Maintenance Tools 5315 Information 9.3.9.3 Maintenance A9.24,
Security Integration Tools A10.4.1
MA-4 | Nonlocal 5315 Information 9.3.9.4 Non-Local A9.24,
Maintenance Security Integration Maintenance A1144
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Administrative
Manual (SAM)

Section 5300 &
System Security Risk State Information HIPAA Security
Management Plan Management Controls ISO/IEC
Security Control Manual (SIMM) SANS 20 IRS Publication 1075 | (45 CFR Parts 164) 27001
Sections (Twenty Critical Controls) | Controls (Ref. NIST SP 800-66) | Controls
MA-5 | Maintenance 5315 Information 9.3.9.5 Maintenance | 164.308(a)(3)(ii)(A) A9.141,
Personnel Security Integration Personnel A9.24,
A1243
MA-6 | Timely Maintenance 5315 Information 164.310(a)(2)(iv) A9.24
Security Integration
Media Protection Family
MP-1 | Media Protection 5350.1 Encryption 9.3.10.1 Media 164.310(d)(1) A5.1.1,
Policy and 5365.2 Media Protection Policy and A5.1.2,
Procedures Protection Procedures A6.1.1,
AB6.1.2,
Secure Storage—IRC A6.1.3,
6103(p)(4)(B) Section A8.11,
4.0 A10.1.1,
A10.7.1,
A11.141,
A11.33,
A123.1,
A15.1.1,
A15.1.3,
A15.2.1
MP-2 | Media Access 5350.1 Encryption | Critical Control 17: Data 9.3.10.2 Media Access | 164.308(a)(3)(ii)(A), AT722,
5365.2 Media Loss Prevention 164.310(c, 164.310(d)(1), | A.10.7.3,
Protection 164.312(c)(1) A11.33
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California State
Administrative
Manual (SAM)
Section 5300 &
System Security Risk State Information HIPAA Security
Management Plan Management Controls ISO/IEC
Security Control Manual (SIMM) SANS 20 IRS Publication 1075 | (45 CFR Parts 164) 27001
Sections (Twenty Critical Controls) | Controls (Ref. NIST SP 800-66) | Controls
MP-3 | Media Marking 5365.2 Media Critical Control 15: 9.3.10.3 Media 164.310(c , 164.310(d)(1) | A.7.2.2,
Protection Controlled Access Based | Marking A10.7.3,
on the Need to Know A10.7.4
5.0 Restricting
Access—IRC
6103(p)(4)©; (5.1)
MP-4 | Media Storage 5350.1 Encryption | Critical Control 17: Data 9.3.10.4 Media 164.310(c, 164.310(d)(1), | A.10.7.1,
5365.2 Media Loss Prevention Storage 164.310(d)(2)(iv) A10.7.4,
Protection A11.33,
4.0 Secure Storage— A15.1.3
IRC 6103(p)(4)(B); (4.6
Media Off-Site Storage
Requirements)
MP-5 | Media Transport 5350.1 Encryption 9.3.10.5 Media 164.310(d)(1), A9.25,
5365.2 Media Transport 164.310(d)(2)(iii), A9.27,
Protection 164.312(c)(1) A10.7.1,
4.0 Secure Storage— A.10.8.3
IRC 6103(p)(4)(B); (4.6
Media Off-Site Storage
Requirements)
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California State
Administrative
Manual (SAM)

Section 5300 &
System Security Risk State Information HIPAA Security
Management Plan Management Controls ISO/IEC
Security Control Manual (SIMM) SANS 20 IRS Publication 1075 | (45 CFR Parts 164) 27001
Sections (Twenty Critical Controls) | Controls (Ref. NIST SP 800-66) | Controls
MP-6 | Media Sanitization 5365.3 Media 9.3.10.6 Media 164.310(d)(1), A9.2.6,
Disposal Sanitization (MP-6) 164.310(d)(2)(i), A10.7.1,
164.310(d)(2)(ii) A10.7.2
3.0 Record Keeping
Requirement (3.3
Converted Media)
8.0 Disposing of FTI—
IRC 6103(p)(4)(F); (8.3
Destruction and
Disposal)
MP-7 | Media Use 5365.2 Media A10.4.1,
Protection A.10.7.1
Physical and Environmental Protection Family
PE-2 | Physical Access 5335 Information 9.3.11.2 Physical 164.310(a)(1), A8.3.3,
Authorizations Security Monitoring Access Authorizations | 164.310(a)(2)(iii) A9.1.2

5365 Physical
Security

Secure Storage—IRC
6103(p)(4)(B) Section
40
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Administrative
Manual (SAM)

Section 5300 &

System Security Risk State Information HIPAA Security

Management Plan Management Controls ISO/IEC

Security Control Manual (SIMM) SANS 20 IRS Publication 1075 | (45 CFR Parts 164) 27001

Sections (Twenty Critical Controls) | Controls (Ref. NIST SP 800-66) | Controls

PE-3 | Physical Access 5365 Physical 9.3.11.3 Physical 164.310(a)(1), A9.141,

Control Security Access Control (PE-3) | 164.310(a)(2)(iii), A9.1.2,

164.310(b), 164.310(c | A.9.1.3,

Secure Storage—IRC A.9.16,
6103(p)(4)(B) Section A11.44
4.0; (4.3)
4.0 Secure Storage—
IRC 6103(p)(4)(B); (4.5
Physical Security of
Computers, Electronic,
and Removable Media)

PE-4 | Access Control for 5365 Physical 9.3.11.4 Access 164.310(a)(1), 164.310(c | A.9.1.1,
Transmission Security Control for A9.1.2,
Medium Transmission Medium A9.1.3,

A9.2.3

PE-5 | Access Control for 5365 Physical 9.3.11.5 Access 164.310(a)(1), A9.1.1,

Output Devices Security Control for Qutput 164.310(b), 164.310(c A9.1.2,
5365.1 Access Devices A9.13

Control for Qutput
Devices
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System Security Risk
Management Plan
Security Control

California State
Administrative
Manual (SAM)
Section 5300 &
State Information
Management
Manual (SIMM)
Sections

SANS 20
(Twenty Critical Controls)

IRS Publication 1075
Controls

HIPAA Security
Controls

(45 CFR Parts 164)
(Ref. NIST SP 800-66)

ISO/IEC
27001
Controls

PE-6 | Monitoring Physical
Access

5335 Information
Security Monitoring
5335.1 Continuous
Monitoring

5335.2 Auditable
Events

5365 Physical
Security

9.3.11.6 Monitoring
Physical Access

Secure Storage—IRC
6103(p)(4)(B) Section
4.0 (4.5)

164.310(a)(2)(i)

A9.1.2,
A10.10.2

PE-8 | Visitor Access
Records

5335 Information
Security Monitoring
5335.1 Continuous
Monitoring

5335.2 Auditable
Events

5365 Physical
Security

9.3.11.7 Visitor Access
Records

164.310(a)(2)(i)

A9.1.2,
A.10.10.2

PE-9 | Power Equipment
and Cabling

5300.5 Minimum
Security Controls
5365 Physical
Security

Secure Storage—IRC
6103(p)(4)(B); (4.7.1
Equipment)

A9.14,
A9.22,
A9.23

PE- | Emergency Shutoff
10

5300.5 Minimum
Security Controls
5365 Physical
Security

A9.22
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System Security Risk
Management Plan
Security Control

California State
Administrative
Manual (SAM)
Section 5300 &
State Information
Management
Manual (SIMM)
Sections

SANS 20
(Twenty Critical Controls)

IRS Publication 1075
Controls

HIPAA Security
Controls

(45 CFR Parts 164)
(Ref. NIST SP 800-66)

ISO/IEC
27001
Controls

PE- | Emergency Power
1"

5300.5 Minimum
Security Controls
5365 Physical
Security

A9.22

PE- | Emergency Lighting
12

5300.5 Minimum
Security Controls
5365 Physical
Security

A922

PE- | Fire Protection
13

5300.5 Minimum
Security Controls
5365 Physical
Security

A6.186,
A9.14,
A9.2.1

PE- | Temperature and
14 | Humidity Controls

5300.5 Minimum
Security Controls
5335.1 Continuous
Monitoring

5365 Physical
Security

A9.21,
A922

PE- | Water Damage
15 | Protection

5300.5 Minimum
Security Controls
5335.1 Continuous
Monitoring

5365 Physical
Security

A9.14,
A9.2.1
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California State
Administrative
Manual (SAM)
Section 5300 &
System Security Risk State Information HIPAA Security
Management Plan Management Controls ISO/IEC
Security Control Manual (SIMM) SANS 20 IRS Publication 1075 | (45 CFR Parts 164) 27001
Sections (Twenty Critical Controls) | Controls (Ref. NIST SP 800-66) | Controls
PE- | Delivery and 5365 Physical 9.3.11.8 Delivery and A.9.1.6,
16 | Removal Security Removal A9.2.7
PE- | Alternate Work Site 5365 Physical 9.3.11.9 Alternate 164.310(a)(2)(i) A9.25,
17 Security Work Site A11.7.2
PE- | Information Leakage 5365 Physical A9.14,
19 Security A9.21,
A1254
Planning Family
PL-4 | Rules of Behavior 5305.8 Provisions 9.3.12.3 Rules of A6.1.5,
for Agreements with Behavior Ab6.2.2,
State and Non-State A6.2.3,
Entities A713.
A8.1.1,
A8.1.3,
A8.21,
A.10.8.1,
A11.741,
A117.2,
A13.1.2,
A15.15
PL-8 | Information Security 5315 Information A12.1.1
Architecture Security Integration
Personnel Security
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California State
Administrative
Manual (SAM)

Section 5300 &
System Security Risk State Information HIPAA Security
Management Plan Management Controls ISO/IEC
Security Control Manual (SIMM) SANS 20 IRS Publication 1075 | (45 CFR Parts 164) 27001
Sections (Twenty Critical Controls) | Controls (Ref. NIST SP 800-66) | Controls
PS-4 | Personnel 5305.4 Personnel 9.3.13.4 Termination | 164.308(a)(3)(ii)(C) A8.3.1,
Termination Management A8.3.2,
A83.3
PS-5 | Personnel Transfer 5305.4 Personnel 9.3.13.5 Personnel 164.308(a)(3)(ii)(C) A.8.3.1,
Management Transfer AB.3.2,
A8.33
PS-6 | Access Agreements 5305.4 Personnel 9.3.13.6 Access 164.308(a)(3)(ii)(A), A6.15,
Management Agreements (PS-6) 164.308(a)(3)(ii)(B), A6.2.3,
5315 Information 164.308(a)(4)(ii)(B), A7A13,
Security Integration 11.0 Disclosure to 164.310(b), A8,
Other Persons; (11.2 | 164.310(d)(2)qii), A8.13,
Authorized Disclosures | 164.314(a)(1), A821,
Precautions) 164.314(a)(2)(i), A10.8.1,
164.314(a)(2)(ii) A11.71,
11.0 Disclosure to A117.2,
Other Persons; (11.3 A15.1.5
Disclosing FTl to
Contractors)
Risk Assessment Family
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California State
Administrative
Manual (SAM)

Section 5300 &
System Security Risk State Information HIPAA Security
Management Plan Management Controls ISO/IEC
Security Control Manual (SIMM) SANS 20 IRS Publication 1075 | (45 CFR Parts 164) 27001
Sections (Twenty Critical Controls) | Controls (Ref. NIST SP 800-66) | Controls
RA-5 | Vulnerability 5330.1 Security Critical Control 4: 9.3.14.3 Vulnerability A12.6.1,
Scanning Assessments Continuous Vulnerability Scanning A15.2.2
5335 Information Assessment and
Security Monitoring | Remediation.
5335.1 Continuous | Critical Control 6:
Monitoring Application Software
5345 Vulnerability | Security.
and Threat Critical Control 10: Secure
Management Configurations for Network
Devices such as Firewalls,
Routers, and Switches.
Critical Control 13:
Boundary Defense.
Critical Control 20:
Penetration Tests and Red
Team Exercises.
System and Services Acquisition Family
SA-3 | System 5315 Information Critical Control 6: 9.3.15.3 System AB.1.3,
Development Life Security Integration | Application Software Development Life A12.1.1
Cycle 5315.2 System Security Cycle
Development
Lifecycle
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California State
Administrative
Manual (SAM)
Section 5300 &
System Security Risk State Information HIPAA Security
Management Plan Management Controls ISO/IEC
Security Control Manual (SIMM) SANS 20 IRS Publication 1075 | (45 CFR Parts 164) 27001
Sections (Twenty Critical Controls) | Controls (Ref. NIST SP 800-66) | Controls
SA-4 | Acquisition Process 5305.8 Provisions | Critical Control 3: Secure | 9.3.15.4 Acquisition 164.314(a)(2)(i) A10.3.2,
for Agreements with | Configurations for Process A12.11,
State and Non-State | Hardware and Software. A1255
Entities Critical Control 6:
5315 Information Application Software
Security Integration | Security.
5315.1 System and
Services Acquisition
SA-5 | Information System 5315 Information 9.3.15.5 Information A10.1.1,
Documentation Security Integration System Documentation A.10.7 .4,
5315.3 Information A13.1.2,
Asset A15.1.3
Documentation
SA-8 | Security 5315 Information Critical Control 6: 9.3.15.6 Security A.10.4.2,
Engineering Security Integration | Application Software Engineering Principles A12.1.1
Principles Security.
Critical Control 19: Secure
Network Engineering.
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California State
Administrative
Manual (SAM)
Section 5300 &
System Security Risk State Information HIPAA Security
Management Plan Management Controls ISO/IEC
Security Control Manual (SIMM) SANS 20 IRS Publication 1075 | (45 CFR Parts 164) 27001
Sections (Twenty Critical Controls) | Controls (Ref. NIST SP 800-66) | Controls
SA-9 | External Information 5305.8 Provisions 9.3.15.7 External 164.308(b)(1), A6.1.3,
System Services for Agreements with Information System 164.308(b)(4), A6.1.5,
State and Non-State Services 164.314(a)(1), AB.2.1,
Entities 164.314(a)(2)(i), AB.22,
5315.1 System and 164.314(a)(2)(ii AB6.2.3,
Services Acquisition A8.21,
A10.2.1,
A10.2.2,
A10.2.3,
A10.6.2,
A.10.8.2,
A1255
SA- | Developer 5315.1 System and 9.3.15.8 Developer A.10.1.2,
10 | Configuration Services Acquisition Configuration A10.14,
Management 5315.5 Management A10.2.3,
Configuration A10.3.2,
Management A1243,
A12.51,
A12.53,
A1255
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California State
Administrative
Manual (SAM)

Section 5300 &
System Security Risk State Information HIPAA Security
Management Plan Management Controls ISO/IEC
Security Control Manual (SIMM) SANS 20 IRS Publication 1075 | (45 CFR Parts 164) 27001
Sections (Twenty Critical Controls) | Controls (Ref. NIST SP 800-66) | Controls
SA- | Developer Security 5315.1 System and 9.3.15.9 Developer A6.1.8,
11 | Testing and Services Acquisition Security Testing and A10.3.2,
Evaluation 5315.4 System Evaluation A12.5.5,
Developer Security A13.1.2
Testing
System and Communications Protection Family
SC-2 | Application 5350 Operational 9.3.16.2 Application A104.2,
Partitioning Security Partitioning A.10.9.2,
A1145,
A1154
SC-4 | Information In 5350 Operational 9.3.16.3 Information in None
Shared Resources Security Shared Resources
SC-5 | Denial of Service 5350 Operational 9.3.16.4 Denial of A10.3.1,
Protection Security Service Protection A.10.6.1
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California State
Administrative
Manual (SAM)

Section 5300 &
System Security Risk State Information HIPAA Security
Management Plan Management Controls ISO/IEC
Security Control Manual (SIMM) SANS 20 IRS Publication 1075 | (45 CFR Parts 164) 27001
Sections (Twenty Critical Controls) | Controls (Ref. NIST SP 800-66) | Controls
SC-7 | Boundary Protection 5350 Operational Critical Control 10: Secure | 9.3.16.5 Boundary A104.1,
Security Configurations for Network | Protection A10.4.2,
Devices such as Firewalls, A10.6.1,
Routers, and Switches. A10.8.1,
Critical Control 11: A10.84,
Limitation and Control of A10.9.1,
Network Ports, Protocols, A10.9.2,
and Services. A.10.10.2,
Critical Control 13: A11441,
Boundary Defense. A1145,
A11.4.8,
A11417,
A116.2
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California State
Administrative
Manual (SAM)
Section 5300 &
System Security Risk State Information HIPAA Security
Management Plan Management Controls ISO/IEC
Security Control Manual (SIMM) SANS 20 IRS Publication 1075 | (45 CFR Parts 164) 27001
Sections (Twenty Critical Controls) | Controls (Ref. NIST SP 800-66) | Controls
SC-8 | Transmission 5350 Operational 9.3.16.6 164.312(C)(1), A.10.6.1,
Confidentiality and Security TRANSMISSION 164.312(C)(2), A.10.8.1,
Integrity 5350.1 Encryption CONFIDENTIALITY | 164.312(E)(2)(1) A10.84,
AND INTEGRITY A10.9.1,
A10.9.2,
4.0 SECURE A12.23
STORAGE—IRC
6103(P)(4)(B); (4.4 FTI
IN TRANSIT)
7.0 REPORTING
REQUIREMENTS—
6103(P)(4)(E); (7.1.2
ENCRYPTION
REQUIREMENTS)
SC- | Network Disconnect 5350 Operational 9.3.16.7 Network A.10.6.1,
10 Security Disconnect A113.2,
A1155
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Administrative
Manual (SAM)

Section 5300 &
System Security Risk State Information HIPAA Security
Management Plan Management Controls ISO/IEC
Security Control Manual (SIMM) SANS 20 IRS Publication 1075 | (45 CFR Parts 164) 27001
Sections (Twenty Critical Controls) | Controls (Ref. NIST SP 800-66) | Controls
SC- | Cryptographic Key 5350 Operational 9.3.16.8 Cryptographic | 164.312(e)(2)(ii) A123.2
12 | Establishment and Security Key Establishment and
Management 5350.1 Encryption Management
7.0 Reporting
Requirements—
6103(p)(4)(E); (7.1.2
Encryption
Requirements)
SC- | Cryptographic 5350 Operational Critical Control 17: Data 9.3.16.9 Cryptographic | 164.312(a)(2)(iv), A.10.9.1,
13 | Protection Security Loss Prevention Protection 164.312(e)(2)(ii) A10.9.2,
5350.1 Encryption A15.1.6
7.0 Reporting
Requirements—
6103(p)(4)(E); (7.1.2
Encryption
Requirements)
SC- | Collaborative 5350 Operational 9.3.16.10 Collaborative A.10.8.1
15 | Computing Devices Security Computing Devices
SC- | Public Key 5350 Operational 9.3.16.11 Public Key A123.2
17 | Infrastructure Security Infrastructure
Certificates 5350.1 Encryption Certificates
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California State
Administrative
Manual (SAM)

Section 5300 &
System Security Risk State Information HIPAA Security
Management Plan Management Controls ISO/IEC
Security Control Manual (SIMM) SANS 20 IRS Publication 1075 | (45 CFR Parts 164) 27001
Sections (Twenty Critical Controls) | Controls (Ref. NIST SP 800-66) | Controls
SC- | Mobile Code 5350 Operational Critical Control 5: Malware | 9.3.16.12 Mobile Code A10.4.2,
18 Security Defenses. A1241
Critical Control 13:
Boundary Defense
SC- | Voice Over Internet 5350 Operational 9.3.16.13 Voice over None
19 | Protocol Security Internet Protocol
9.4.15 VoIP Systems
SC- | Secure 5350 Operational Critical Control 19: Secure A.10.6.1
20 | Name/Address Security Network Engineering
Resolution Service
(Authoritative
Source)
SC- | Secure 5350 Operational Critical Control 19: Secure A.10.6.1
21 | Name/Address Security Network Engineering
Resolution Service
(Recursive or
Caching Resolver)
SC- | Architecture and 5350 Operational Critical Control 19: Secure A.10.6.1
22 | Provisioning for Security Network Engineering
Name/Address
Resolution Service
SC- | Session Authenticity 5350 Operational 9.3.16.14 Session None
23 Security Authenticity

5350.1 Encryption
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California State
Administrative
Manual (SAM)

Section 5300 &
System Security Risk State Information HIPAA Security
Management Plan Management Controls ISO/IEC
Security Control Manual (SIMM) SANS 20 IRS Publication 1075 | (45 CFR Parts 164) 27001
Sections (Twenty Critical Controls) | Controls (Ref. NIST SP 800-66) | Controls
SC- | Protection of 5350 Operational Critical Control 17: Data 9.3.16.15 Protection of None
28 | Information at Rest Security Loss Prevention Information at Rest
5350.1 Encryption
SC- | Process Isolation 5350 Operational 9.4.1 Cloud Computing None
39 Security Environments
9.4.11 Storage Area
Networks
9.4.14 Virtualization
Environments
SC- | Wireless Link 5350 Operational 9.4.18 Wireless None
40 | Protection Security Networks
System and Information Integrity Family
SI-1 | System and 5350 Operational 9.3.17.1 Systemand | 164.312(c)(1) Ab5.11,
Information Integrity Security Information Integrity Ab5.1.2,
Policy and Policy and Procedures A6.11,
Procedures A6.1.2,
A6.1.3,
A8.1.1,
A10.1.1,
A104.1,
A15.1.1,
A15.2.1
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California State
Administrative
Manual (SAM)

Section 5300 &

System Security Risk State Information HIPAA Security

Management Plan Management Controls ISO/IEC

Security Control Manual (SIMM) SANS 20 IRS Publication 1075 | (45 CFR Parts 164) 27001

Sections (Twenty Critical Controls) | Controls (Ref. NIST SP 800-66) | Controls

SI-2 | Flaw Remediation 5350 Operational 9.3.17.2 Flaw A12.6.1,

Security Remediation A13.1.2
SI-3 | Malicious Code 5350 Operational Critical Control 5: Malware | 9.3.17.3 Malicious 164.308(a)(5)(ii)(B) A10.4.1,
Protection Security Defenses Code Protection A10.9.3
5355 Endpoint Critical Control 6:
Defense Application Software
5355.1 Malicious Security
Code Protection
Sl-4 | Information System 5335.1 Continuous | Critical Control 7: Wireless | 9.3.17.4 Information 164.308(a)(1)(ii)(D), A10.9.3,
Monitoring Monitoring Device Control. System Monitoring 164.308(a)(5)(ii)(B) A.10.10.2,

5350 Operational Critical Control 13: A.10.10.3,
Security Boundary Defense. A15.3.1

Critical Control 14:

Maintenance, Monitoring,

and Analysis of Security

Audit Logs.

Critical Control 17: Data

Loss Prevention.

SI-7 | Software, Firmware, 5300.5 Minimum Critical Control 3: Secure 164.312(c)(1), A10.4.1,
and Information Security Controls Configurations for 164.312(c)(2), A.10.9.3,
Integrity 5350 Operational Hardware and Software 164.312(e)(2)(i) A.10.10.2,

Security A1222,
A1223,
A12.4.1
Internal Use Only Placer County Information Security Policy Page 162 of 171

515



California State
Administrative
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Section 5300 &
System Security Risk State Information HIPAA Security
Management Plan Management Controls ISO/IEC
Security Control Manual (SIMM) SANS 20 IRS Publication 1075 | (45 CFR Parts 164) 27001
Sections (Twenty Critical Controls) | Controls (Ref. NIST SP 800-66) | Controls
SI-8 | Spam Protection 5300.5 Minimum 9.3.17.6 Spam 164.308(a)(5)(ii)(B) None
Security Controls Protection
5350 Operational
Security
SI-10 | Information Input 5300.5 Minimum Critical Control 6: 9.3.17.7 Information A.10.7.3,
Validation Security Controls Application Software Input Validation A.10.9.3,
5350 Operational Security A12.21,
Security A1222
SI-11 | Error Handling 5300.5 Minimum 9.3.17.8 Error Handling None
Security Controls
5350 Operational
Security
SI-12 | Information 5300.5 Minimum 9.3.17.9 Information A10.7.3,
Handling and Security Controls Handling and A15.1.3,
Retention 5350 Operational Retention A15.1.4
Security
SI-16 | Memory Protection 5300.5 Minimum 9.3.17.10 Memory None
Security Controls Protection
5350 Operational
Security

Internal Use Only

Placer County Information Security Policy

Page 163 of 171

516



California State
Administrative
Manual (SAM)

sco Section 5300 & | |nformation Practices Act
Information | State Information | of 1977 (State) (California HIPAA Security
System Security Plan | Security Management Civil Code, Title 1.8 Controls The Privacy
Privacy Control Program Manual (SIMM) Personal Data, Chapter 1 | IRS Publication 1075 | (45 CFR Parts 164) (Ref. | Act of 1974
Standard(s) | Sections [§1798-1798.78]) Controls NIST SP 800-66) (Federal)
AP-1 | Authority and 500 Privacy 5310 Privacy 1798.14, 1798.24, 1798.30 5U8.C.§
Purpose Standards 552a (e)
AP-2 | Purpose 500 Privacy 5310 Privacy 1798.17, 1798.24, 1798.30, 5US.C.§
Specification Standards 1798.60 552a
(e)(3)(A-(B)
AR-3 | Privacy 500 Privacy 5310 Privacy 1798.19, 1798.20, 1798.21, 164.308(b)(1), 5U8.C.§
Requirements for | Standards 5310.3 Limiting 1798.24 164.308(b)(4), 552a(m)
Contractors and Use and Disclosure 164.314(a)(1),
Service Providers 5310.7 Security 164.314(a)(2)(i),
Safeguards 164.314(a)(2)(ii)
AR-4 | Privacy Monitoring | 122 Risk 5310 Privacy 1798.22 Other Safeguards— 164.312(b), 5US.C.§
and Auditing Assessment 5310.3 Limiting IRC 6103(p)(4)(D) 164.308(a)(1)(ii)(D) 552a
130 Security Use and Disclosure Section 6.0
Compliance
203 Project
System
Security Plans
101 User
Activity
Monitoring
Notice

406 Audit Trails
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California State
Administrative
Manual (SAM)

SCO Section 5300 & Information Practices Act
Information | State Information | of 1977 (State) (California HIPAA Security
System Security Plan | Security Management Civil Code, Title 1.8 Controls The Privacy
Privacy Control Program Manual (SIMM) Personal Data, Chapter 1 | IRS Publication 1075 (45 CFR Parts 164) (Ref. | Act of 1974
Standard(s) | Sections [§1798-1798.78]) Controls NIST SP 800-66) (Federal)
AR-7 | Privacy-Enhanced | 122 Risk 5305.8 Provisions | 1798.20, 1798.21 5U8.C.§
System Design Assessment for Agreements 552a(e)(10)
and Development | 130 Security | with State and Non-
Compliance State Entities
203 Project 5310 Privacy
System 5310.3 Limiting
Security Plans | Use and Disclosure
5310.7 Security
Safeguards
AR-8 | Accounting for 101-User 5310 Privacy 1798.25, 1798.27 164.312(b), 5US.C.§
Disclosures Access 5310.3 Limiting 164.308(a)(1)(if)(D) 562a (c)(1),
Monitoring Use and Disclosure (©)3), (), (k)
Notice 5310.7 Security
406 Audit Trails | Safeguards
500 Privacy
Standards
DI-1 | Data Quality 500 Privacy 5310 Privacy 1798.15, 1798.16, 1798.18 164.312(e)(2)(i), 5U8.C.§
Standards 5310.5 Information 164.312(c)(2) 552a (c) and
Integrity (e)
5310.7 Security
Safeguards
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California State
Administrative
Manual (SAM)
SCO Section 5300 & | |nformation Practices Act
Information | State Information | of 1977 (State) (California HIPAA Security
System Security Plan | Security Management Civil Code, Title 1.8 Controls The Privacy
Privacy Control Program Manual (SIMM) Personal Data, Chapter 1 | IRS Publication 1075 | (45 CFR Parts 164) (Ref. | Act of 1974
Standard(s) | Sections [§1798-1798.78]) Controls NIST SP 800-66) (Federal)
DM- | Minimization of 122 Risk 5310 Privacy 1798.24 5U.8.C.
1 | Personally Assessment 5310.2 Limiting §552a (e)
Identifiable 130 Security | Collection
Information Compliance
500 Privacy
Standards
DM- | Data Retention 122 Risk 5310 Privacy 1798.18, 1798.27, 1798.64 5US.C.§
2 | and Disposal Assessment | 5310.5 Information 552a (e)(1),
130 Security | Integrity (€)2)
Compliance 5310.6 Data
500 Privacy Retention and
Standards Destruction
5310.7 Security
Safeguards
DM- | Minimization of PIl | 122 Risk 5310 Privacy 1798.21
3 | Usedin Testing, | Assessment 5310.7 Security
Training, and 130 Security | Safeguards
Research Compliance
500 Privacy
Standards
Internal Use Only Placer County Information Security Policy Page 166 of 171

519



California State
Administrative
Manual (SAM)

SCO Section 5300 & Information Practices Act
Information | State Information | of 1977 (State) (California HIPAA Security
System Security Plan | Security Management Civil Code, Title 1.8 Controls The Privacy
Privacy Control Program Manual (SIMM) Personal Data, Chapter 1 | IRS Publication 1075 | (45 CFR Parts 164) (Ref. | Act of 1974
Standard(s) | Sections [§1798-1798.78]) Controls NIST SP 800-66) (Federal)
SE-1 | Inventory of 207 System 5305.5 Information | 1798.18, 1798.21 164.310(d)(1), 5US.C.§
Personally Inventory Asset Management 164.310(d)(2)iii) 552a (e) (10)
|dentifiable 5310 Privacy
Information 5310.6 Data
Retention and
Destruction
5310.7 Security
Safeguards
SE-2 | Privacy Incident | 122 Risk 5310 Privacy 1798.21, 1798.29 164.308(a)(6)(i), 5US.C.§
Response Assessment | 5310.7 Security 164.308(a)(6)(ii) 552a (e),
130 Security | Safeguards (i)(1), and (m)
Compliance
203 Project
System

Security Plans
317 Information
Security
Incident
Reporting

SCO
Information
Memorandum
07-07
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California State
Administrative
Manual (SAM)

SCO Section 5300 & Information Practices Act
Information | State Information | of 1977 (State) (California HIPAA Security
System Security Plan | Security Management Civil Code, Title 1.8 Controls The Privacy
Privacy Control Program Manual (SIMM) Personal Data, Chapter 1 | IRS Publication 1075 | (45 CFR Parts 164) (Ref. | Act of 1974
Standard(s) | Sections [§1798-1798.78]) Controls NIST SP 800-66) (Federal)
TR-1 | Privacy Notice 500 Privacy 5310 Privacy 1798.17, 1798.32 5U8.C.§
Standards 5310.1 State Entity 552a (e)(3),
Privacy Statement | California Government Code (e)4)
and Notice on §11019.9
Collection
5310.5 Information
Integrity
SIMM 5310-A
UL-1 | Internal Use 122 Risk 5310 Privacy 1798.17,1798.24 164.308(a)(3)(ii)(A), 5USC.§
Assessment | 5310.3 Limiting 164.308(a)(3)(ii)(B), 552a (b)(1)
203 Project Use and Disclosure 164.308(a)(1)(ii)(D)
System 5310.7 Security
Security Plans | Safeguards
500 Privacy
Standards
UL-2 | Information 500 Privacy 5305.8 Provisions | 1798.17, 1798.20, 1798.21, 164.308(b)(1), 5US.C.§
Sharing with Third | Standards for Agreements 1798.24 164.308(b)(4), 552a (a)(7),
Parties with State and Non- 164.314(a)(1), (b), (c),
State Entities 164.314(a)(2)(i), (€)(3)(C), (o)
5310 Privacy 164.314(a)(2)(ii
5310.3 Limiting
Use and Disclosure
5310.7 Security
Safeguards
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COUNTY

OF
Website Management
Policy ~Placer

1.0 PURPOSE
To establish the roles and responsibilities of CivicPlus, the Information Technology Department, the
Communications and Public Affairs Office and the Department Webpage Content Editors with
respect to the Placer County Website. This policy is also intended to: 1) provide an overview of the
website support process, 2) define the Website Working Committee’s role in the process, and 3)
identify the distribution of costs for the vendor’s web services and the WCMS.

2.0 RESPONSIBILITIES OF CIVICPLUS

a. ADA Compliance: remain in compliance with American Disabilities Act (ADA) regulations set
by the World Wide Web Consortium, the Web Content Accessibility Guidelines and Section
508 for government agencies. Provide annual onsite consulting (up to three days) regarding
ADA compliance.

b. Development Services: redesign the public website every three years.

c. Software Updates: deploy updated Web Content Management System (WCMS)
software for security updates and enhancements.

d. Security Measures: enable single sign-on capability for WCMS content editors and
implement other security measures to protect the County’s data and image.

e. Service Level Compliance: provide continuous distributed denial of service mitigation
coverage.

f. Tier 1 Support: provide first-line, end-user support via online chat and email.

g. Training: provide annual onsite training (two days).

h. Website Infrastructure: maintain the infrastructure of both the internal and public sites by
provisioning cloud-based server hosted services, backups and disaster recovery.

3.0 RESPONSIBILITIES OF INFORMATION TECHNOLOGY
The Information Technology Department oversees all technical aspects of the Placer

County Website and the County’s internal site, MyPlacer.

The responsibilities of the Information Technology Department are as follows:

a. Governance Compliance: chair and facilitate the Website Working Committee (WWC) and
report to the Leadership Committee when necessary.

b. Legal Compliance: oversee the implementation of website features and functional
enhancements to comply with legal website regulations.

c. Reporting: disseminate basic website reports for ADA compliance, broken links,
misspelling, etc., to all webpage content editors.

d. Security: manage authorized WCMS permission requests.

e. Tier 2 Services: provide second level and project services for customized web solutions,
implementation of new web-based functionality and development of web interfaces between
systems. For a full description of services, refer to the “Information Technology Service
Description and Rates.”

f.  Training: provide training to new webpage content editors.

Version 2.0 Page 1
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4.0

5.0

6.0

g. Vendor Management: conduct periodic reviews of the CivicPlus contract and service- level
agreements to ensure compliance. Select and manage other third-party vendors in connection
with the overall management of the internal and public sites.

RESPONSIBILITIES OF THE COMMUNICATIONS AND PUBLIC AFFAIRS OFFICE
The Communications and Public Affairs Office oversees all content of the Placer County Website

and the main pages of the County’s internal site (department SharePoint sites excluded).
The responsibilities of the Communications and Public Affairs Office are as follows:

a. Website Development: provide website content and design for web pages not owned by an
individual department.

b. Website Management: establish the appropriate level of oversight and/or governance of the
County’s web presence, branding and content.

c. WWC Membership: participate in the WWC meetings.

RESPONSIBILITIES OF DEPARTMENT WEBPAGE CONTENT EDITORS

Each functional department assumes full responsibility for creating, managing, and publishing their
own content on the Placer County website. Each department is expected to identify and utilize
Webpage Content Editor(s) within their own department for both routine and immediate content
management activities. This requires departments to identify their editor(s).

The responsibilities of Webpage Content Editors are as follows:

a. ADA Compliance: ensure content meets ADA compliance guidelines.

b. Change Agent: propose changes to standard formats, branding, templates, website colors
or requests for other customizations by the website vendor to the WWC.

c. Content Management: maintain respective pages with current, relevant content and/or
to meet required state mandates.

d. Functionality: fix broken links and misspellings based upon available reports.

e. WCMS Use: utilize the CivicPlus WCMS for all new web content. Exceptions must be
approved by the Website Working and Leadership Committees.

f.  WWC Membership: attend WWC meetings.

It is important to emphasize department-specific content management is not the responsibility
of the Information Technology Department nor the Communications and Public Affairs Office.
Assistance is available to departments through various means (resources from CivicPlus,
Information Technology Tier 2 services and consults with Communications and Public Affairs).

WEBSITE WORKING COMMITTEE
The Website Working Committee consists of representative membership from various County

departments and offices, along with the Communications and Public Affairs Office and the
Information Technology Department. The Committee will meet no less than
four times a year to consider issues regarding the County’s public website. The

Website Working Committee responsibilities include:
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a. Governance:

1. Maintain the County’s Web Management Policy.
2. Submit recommendations as appropriate to the Leadership Committee. The
Working Committee falls under its direction.
b. Monitoring:
1. Monitor complaints related to the website, policies or content.
2. Review content reports and identify trends.
c. Website Development:
1. Assist departments in achieving their goals and objectives throughsite
development.
2. Ensure development conforms with the County’s communication strategies.
3. Prioritize website development tasks.
4. Review requests for new site functionality.
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Document Control

This document is an internal, controlled quality record. The owner of this document is the main author
and is accountable for its contents.

Document Issue

Project Reference | None

Audience

Internal

Owned by Information Technology | Approved By | County Executive Office
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